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Identity and Access Management (IAM) program

Authentication Authorisation

User 
Management

Central User 
Repository

Provide the NIE Community with the right access and the right time.
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Single Sign-On (SSO)

Property that allows a user to access multiple 

systems with a single ID and password 
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Federated Identity

Federated identity is related to SSO as it links a 

user identity and attributes across multiple 

platforms
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Cloud Application & SAML
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Service Provider

NIE Identity Provider

NIE-IAM  : NIE Identity and Access Management

Note: Access Matrix is a comprehensive web single

sign-on (SSO), web access management,

federated single sign-on (SSO), externalized

authorization management, and hierarchy-based

delegated administration system.
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Federated Single Sign on – Use case

Create SAML 
Request & send to 
IDP

User Access 
Application

IDP identifies user, create 
SAML response and sends 
it back to SP

SP verifies the SAML 
response and allows 
user to access app
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SAML Request Sample
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SAML Response Sample
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SAML Response Sample



NIE Identity Provider Components

Common Login 
Module

Active Directory

Common Login Module (CLM) is the User Facing IDP 
Front End. It hosts Login, Logout, Redirection Page.

UAM Server is the IDP Back End which performs 
Authentication, SAML Request Verification and SAML 
Response generation.

Access Matrix (AM)

Universal Access Manager 
(UAM) Server

LDAP directory which stores the user credentials

IDP
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Service Provider (SP) Configuration
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Identity Provider (IDP) Configuration
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Identity Provider (IDP) Configuration
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Identity Provider (IDP) Configuration
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User Experience Demo
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User Experience Demo
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1. Single Identity: Users just remember single username & password to access

different types of applications like Enterprise/Cloud/Mobile.

2. Reduced Security Risks: With Federated Identity, you can keep the

authentication process within your on-premises Active Directory, enabling

increased security. Using this model, you don’t have to synchronize password

across different service providers.

3. Increased Productivity:

For Users : The users have only one set of credentials to manage.

For IT departments : Centralizing access control means one place to

manage and monitor app access. Less calls to the

helpdesk regarding user management.

For Service Providers : They can securely and conveniently do business with

your organization

Benefits
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1. Working with some service provider is challenging, because 

in some cases they are not familiar with the concept related 

to Federated SSO. 

2. Different requirement from different service provider. 

3. Testing/Staging setup is not possible for all service 

providers.

4. Troubleshooting and coordination with Service Providers.

Challenges
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Name Email Office Phone

BONNEAU Eric eric.bonneau@nie.edu.sg 67903049

S.Nedunchezhiyan nedunchezhiyan.s@nie.edu.sg 67903054

Contact Us
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